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(54) CONTENT AUTHENTICATION FOR DIGITAL MEDIA BASED RECORDING DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an enhanced 
digital file authentication device. 
SOLUTION: A method, in a data processing system 
provided with a recording apparatus and a certificate 
authority terminal, of determining whether a file is 

modified, comprises the steps of generating a first public .j^^^Tf^Tr:^ 
key and a first private key by the recording apparatus, of ; 



transferring the first public key to the certificate 
authority terminal by the recording apparatus, encrypting 
a certificate including the first public key by using a 
second private key by the certificate authority terminal, 
transferring the encoded certificate to the recording 
apparatus by the certificate authority terminal, hashing 
the file to provide a digital signature by using the first 
private key in the recording apparatus, attaching the 
certificate received from the certificate authority 
terminal and the digital signature to the file in the 
recording apparatus, and distributing to a client terminal 
the file as a communication package assimilated the file, 
the digital signature and the certificate by the recording apparatus. 
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[«fc*Bl EBBB*BB»B*fc*B*.*f-*« 

ivxtAtfey, 77^utfteiE£ft6A N £¥!i3:i~6 
^rfeot, BEEBBBi^-axB-aaHBtB 

»-a)ttMat«iEBtt«ai»-«a+*ffafc* we 
BBJB«*t=*-3"c*=oas«B*ttfflurnE»-a) 

fcK*»*«Etttt«*K*oXBEEBBBl::lsaM- 
IffUt. BBEBBBrtOBEB-MMBtBBL 
x, BEPT-f ;u*/^vV>ytTTtf*;w»*ta» 
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^;u»*fcttM»i:t*ca«/<7^-^tUT«E7 
7*OU£??-< 7>h«»««T*RB*B**. 
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1 1 Kamt mm®* t sra * * f - * 

«EEB»tH=*?'CB 1 CD^MfiltSRl 0MMO& £ 

sjEEBBBirjo-ciBEB 1 0>ttMB*BEBB»a 

pfclZlEiSSf 41*5*:, 

BBBtt*««tfc»EB 1 <D^raa€^t;iiEW»f 
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[M««5] BJ2f*;^;H*ftoss*ai:Mt 

ta^ae] E«»Hfc«Ea»*fc*a*» 77 < 

X. 

nEBBBBJ*, 

tilEB i a>fcMB£1WEBttBB*lciaT4» i a>U 
BEBBft«*l*. 



»2©ttffiatflSfflUr, BEEBBBfr&SBLfcB 
«EB#fcLfcfiW»*BEEBBBI=KB-r*B20 

MEEBBBJ** 

HEaia>»BB*««LT. «E77-fi«'^«/S/ 

«EBB»^65MBUfcB*Bi:BET^>iHI*t* 
HE7 7-OU=*M1"**tt*»** 

a«/^^-tffcurnE77-f^t^^r>htt* 

|iE«1-4K«Bfc*B*4£*«t*»*+4«a** 

4B10E18B*** 

-<*:,hT-*fcEB*-4Ettafifc. 

'J? < £ i UDEEtt 5*tfc-f hx-*£ EtSt 4 K 

*« < t BEEfl * t SOEEB $ * 

( i ) ffiEE«Lfc4iB»aS:KM»*^l^$SU, 
(i i) |»E»BIB*«StT»rt**i, BEBBB4 

tfB*6«tt*ftfcBETi>*A'n«»S. a>fc< 

«EB2fl>B18«*fcK1SU 
(Mi) -f*:/hT-$*E«U «E»*?n*9 

^i-^ox±i«*nfcTy5i;u«*fcWE-f^>i-T- 

$ <k SBilftltfia > H <t - * * 

*4giff. 

[B*88] BB+«T-*feBB+4T/WX"Cft 
or, 

BBsa>WffiB^6^LfcT5;^;mM»saau, 

iBfif/ w xa)ttMB e«^at?* a t > 

siiet/ w xtf>4>iaa ft aa ttf/ w $ u 1 1 

t^^^^1"^HyEr/WXCD^S£li:. flEr-^^ 
IBIEt-^ t WEEWa BE^f v ^ ;u«« <t ftSOEr 

[«mH9] EftBB^tS^T^r-f^BiE*^* 

% i a>^HB & » i <nmmt £±&tbxnt , 
flES 1 0ttBB*BBBtt*l=BB**XBfc . 
WE»i«)»aBtttfflUX, glE77-f;U*^vi/> 
^UTT^^^^^t*4XHi:. 
KEBBBaX*bM LfcBM»t«ET^*^a* 
fc*ME77'<;H=*( 5 tt'4xafc* 
I9EE»8BI=* o X'PU < t ilUE 7 7 -f ;U A: t5? * 
;ta*tBB»i:SdOa«'<'y<r-vtLTlPIE7 7 



caTTs;$M>«$»tt1"*xa*, 

HQ S2&SiL^S*A % b ftiS L f i W 2 £ «Et v $ ;H £ 
£ £h5E7 r-f ;U=SMtT *>xa* , 

/i,l«fcttwa**«;aB/^*-tf*LTmE:J7 
**t$7*7>MMtt:K«**xa*. 
«EBH»«3W^SHlLfclEW»ttt»E* 1 (BttMCt 

«UTlWftS*i*Cfct»!»fc-r*Ett«*. 

BfflcMU rtf^^EHtSttfcT-**:*©^ 
[0002] [tt*tf)tt«] BaKrorS/^/UllHt^* 

«fitti-*fc*a>EB««»a>f i/^mw<iau 
ti>^ sift* f i>*A'Btti=B»^Ml«Ka-f*« 

B(t*E«T*4. 

ttirEifi-f *>. T^^^t'T^un-yf*. aa(»± 
E»<D>-*>*fcL-CEK*4A<* Et3t4fffil-E& 

Maj^ffl. «*a, aiflffl^if 

[0OO4] LA*U T^^;H2Ut3Fti/zT-^0)i o 



LXozkv&z* zatotMmt* b«*eb»* 

a JE *3 ft £EHW" 4 c £ ffitt&U #1? ft 

fc # fl)fc««©»HXtt, »l=»MI=fco-Cl*4« 
;HI»^|5SaiUT**<0EaSRA % 't±H>A<«)?> 

[0 0 0 5] f^^^Tr-^0)jEatt*ttWt 41^*<D 

B/t&ffiBtt^&K*^ < r /u**tfttffl 3 <vct* 

4, t^* s*at«»uxT^>^T-* 

*€*tlfijfr4. fyf^f*lt *«Bt»bttit#i 
saic±«r 4 :: £ fi* pJ*S £ 4 £ o Kttit * nx 
l>4 0 B«at»6tt<"Ct* **£*4*>w 

BtamLtT^^afttaa-rfi-i:*^**. a 
*, «Ha«c*au-c»**«*fcu. *a>»»fcUT 

BTtftKtffcft. B©Hr*««B*4--*»±L 
r, xiJ*A*E»l«aflrt"*« t^*/UUW»I*, « 

sroa* c i*S(o»«#^ai" 4 c <t saaT*ffitta 
(ca) tBw<n*«a-e**aini=* , 3"caff** lfc 
*«t«-c*4o ew»=i*. aa>a**ta»i+*w 
aiaa-trota^. vastmo>TV9 

t5?*JI**I*W»74— 77 h (fW^K* X. 5 0 
9) izmurfcU, X. BH+Oa-W«**«^H 

a*#a-c***5i=u»xhyi=«»**i5*. 
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5, 499. 294^ (Frledran) tltz9t'fi& 
ffiliaftSftJAfc,, Schunachert><D^afe"CI*, fv^l 

*>^T«5i*»«at«at, c<D»sBB£«mL 
r, aar-i'fcaa^^ST-^tw^v-fe-^*^ 

/^t-^i*. »me:«» (gps) ttetmat^&a 

*»MB*a»f6. »SJBSttfflt-*^^ , C % Sctaa 



[0O0 8] Schunacherb0>vXxAO1 OCD^iSte* 
t2fiE*<7> V 7 hv"x7A<, S^)<&g<b£*.SI]»££ 

£-?£>6v V7 h0x777 , J^- va^WiJ^ 
^^>7CD^P^^V7h^x7lcm^L^<t 

fct^T, hOx7<7)3.-+fA<±T<7)^y^C0ei 

[ooo9] i^Mtit, ±r<7)^>^^isii: 
mm t vm?-' $ * ^i-n^n 1 oa±tt?^ ^ 

h9-9it'i>ffla<f >77* h^^r-v (PKl) 

SBSTt-*'*— ;U-7?*XLklt*vl*fcbfcO£l>5 
Ml- C0)»»atT?l*- §&H=f TfcfcSSSiE 

[0 0 11] CflE^TlSEtl*, 

«(*7T-f;w*. Ett*fcfcT-*i=MaLfc**T- 

[0 0 12] **MO)Sia)iP.i|SJ=J:*i:* Ef*SB£ 

**r*iHfc* «H2ciWBi=*oriM2K 1 ©aw 



EEi«sHi=ea§-r*x8*. ttEBiufcBftoMBH 

Tv*;u»*£»»W"*xff »EBH»«**&* 

HB7 t -< iM=M*t*xB £ , AEE8SB I: * o T 
IMS < * * ffJE? 7 4 )i> t t i> 9 ;US£ £ SiEP^ 3 t £ £ 

ta«/«v^-^fc ur«E77-fi«^9-f 7> m* 

[00 1 3J *ftW<D\&<n$M\-&Z>£* EfittSiStSS 

ttMatsno^sat^^^Aasi:, rami 

O^BBB* iOEEKSai5l£l=lsi&f*ff5 1 <7>lc&&S£ $ 

ipiebewssi** »2 0>»aiafeffifflu-c, 
EEfltasaA^soufcfflEm i o^Ktst^^tmm 
mmttzimat* mmmt Uztm* shee 

»8Blc|KjS-rft*2a)lB2l»i:S«^- WEERSB 
i*. WEaiott«afc«fflur, fflSS7 7-nu£/W 
>>tfLTTS>?A>*«*»tt*6»S««** SHEiStiE 
^bS(2Lf=ttM»t*IE7 r ^^;uS*i:*mE77 
^ Mzftttt t s *tt < * t 7 * ;u t 

77^;tS^v^7>K«*l=Kil^*KiSSfc*fll* 
[0 0 14] *3twa)fe<»mm\z±Zk* 'PU<ttW 

< 1 4,fBEE«s*nfc«eatisiiEE«**it=-f ^> k 

-bv^t. (I) |BEEOLfc»IBa*HW»^lfl»^ 
UttftU- CM) «E»Biat*ffltXWJ(l**i, HIE 
HWS±«S^6«>S4^fcinET^^^SEWB*, * 
fe<fctlRlE*2a)E1lja»l=EffiU* U M> -f* 
>hT-^SEt»t. BEM^a-b^ir^-aTi* 
StifcT^^^M^ffiE-fOhr-^fc^BBaWtt 

[0 0 1 5J ^WCOffe^J^U^^t. 

iHM&cMfc. tnE-r/w^ottMataaurT 

at, nET-#»«>Ty*iu»*fc***r**» 
wEx-5»fcmEEwaiflnETi;*;u**iSffJ 

ET/WX**6fl)lBiSlBfl>iilI/^^'— LtHSlW 



[oo 1 6] ttW<ntefl>WW~*hb+ ES5£fSI-f3 

**aa Lfciiw» t me-r s?» * >r 

>r-v<i: LTWM^r-f ^*^7*f7> htt*l=E«+ 
ftiSfc. *&*-* BBBHJMW*6MtfclMW 
I*ffiE»i<&ttMa*£*K «BI2SE»aiK"C?^**^ 

[ooi7] *«wo>ttfl)«Br-**fc. 77-Outfte 

Au. $ 1 o^BBat* 1 (oafffia^ tart+axa 

yu-CT5;>iHi*ta*'<"*xafc» »bbk»«* 
inzafsr-r*iat. *iEEB«fii=*'3'c*fc< ±* 

BE^r-f^fcT^Ji^SfcKW*^***'^'^ 
$/ t UX8IIE 7 7 * n^*9 7 "f 7 > hSS^I-E«+ 
&iat, WEBIMWSiEfrfeSWl^fcKW* 

limB* 1 ©anna***. «ebiw«*"c4j«*^ 
*Etfia»*a«+*. 

[ooi a] *««a)tta>aBtiM«**i < ct*** 
[0 0 19) vftttXttiMB-et*, ?s**;uEB«B 

rt»f^ ;uBea*^«ttia£« * *ifc»*7 r -f ^ t 

EW»*E«r**»**««l % ** «tt6<fti*Lfc 
r>$^3£l*. Ti;^^Ett»BI=E»**ifc««a 
'rStt/UEBfflW-a-tt 
*Hitft»*ttl\ Btt77^U*<&T-$*SSIiEt"$ 

ttt6«fi*W*tt 6ttl\ V7 h^x7^BBa*W» 
LT, ttMa^^jEJBOt^-CfciCfcSBIIST** 

te*ici*, om&j:. ftina©jEatt*ttWf *-fs?* 

/UKLE » ft • t MeBMtt 1 ** t 7 t -f 
(0020) dM*»«tt«I ■ 1 A 



it. EftaaaHi. s*. xi«aw*»yaefc* 
1 5o*£fcf**juE8«Bioo**i\ 
KB1 oo(i. Mic, toUSSift (Xttcpu) 1 60* 

*»«ttBR«»S*fc. CPU 16 01*, ROM 10 

9*&»*ftfcft*«w&*x«r«. CPU 1 6 
OB. ByiM/fMdWIWHat*^! soA^tt 

BSU Will*, ttaf^f «-f ^ 

;7 V Xlt777vaROM^if|w < fcVffifi£$ni>^i?^ 

ttftf>;u*«aEO**i 0Bi=B-ra*"CfiWrt'* 
romi o9fl>aa*Eoatt!i 08 

(ram) i8otB**#tx»y, a^»*^E«» 

eoiztiiMT^o a*-?/^ xi*a« 

tttti 9 5i=wtx, »ya*nfcE««t^^-* 

* % EfWBlOOA^a«*^a-iH90S^LX 

[oo2i]0i si*. bbssb 1 o oa>±«fcttte» 

p° 0 <t, Sai9 5*^UTtt^t&T^9^»i*^7-f 
;H 2 0*^t^^^Ct'<0^5lcCtl^cn^p D p*^ 
ffi-f*0***H\ t^^EBKBIOOI*, EttS 

I*, ®««tr>^i o 1 10 2^1 a 

15 0*»Jtl/Cl*4. »Biooi*t2>1MO 

ll=Sfe$»*f*fc«)l=^>^ 

^101 tt-BSWIcsaT-^^f^r 1 o 3I=E»* 

JPEG, JPEG2000, XttMPEGttifeD 

a«rtcEttttffii o5SttfflLroffiT-^*E«-r«> 

Ti**/bEttMM*1 0 8*fl)7tf>i*#77-f^1 2 
O0-»£LTEttW"*. BS*©*3*=. *«**&*■* 
1 0 2l=J^T|5|RI=ttttiU #^T-^»/vv77 
10 4l=-BW=EtfM"*«lCA/'DHWI (ADC) 
1 2 ll^otW^J^f-JWWft-Wt 
t^T-^t, MP3^t'<7>iS«l^Efifiti^1 0 
5*£ff!LTEfiSL, EH»*tf>T-^ 1 1 ZKrv* 
2 0<D-»i:Lrttto-ri>. /vy77 
l03t104*RAM18 O^Uffl^^^U *^^t. 

tuaitt^u E»an*cpui6 0ip>«aa> 

/>— K0*7£S (^B*) ■CiS«]I^T'oT : tJ:t\ ife 
fl)*a»«fcUT, 77 1 0 3XIJ#P/<^7 

7 1 0 4ii^at+r, t^^iitt-r-$*E«fci: 

1$, tv^;UE*SB#1 0 8U»#iiA/"Ct<fct\ 



ftlliMWCI*. BBS***)"?-* 1 i ZZftEXMP 
ft*l§LTt*t\ 7^102i, AOC12U, 

[0 0 2 2] 01 BfcWJidC. KS8B1 OOfi, 
p2f*;3*<7>f-? 1 1 Zi:Matf:^f-f 1 1 1 €■ 

1 1 1l*TV*/U«*7 7-OU1 2 0<7)-g& 
[0 0 2 3] ttffifil 1 3£^&fi£l1 i 4tf tf*;iB 

f*Kta*»*i 0 8^«>-a*»**&*3fc*wiL , c 
ix, cfifcasa**, 5*|-ici;TEf**Bi ooi: 

?l?LL^a*±fiE$^*<0/i<»*U^ CtlttBl 1 3 
1 1 i 4&t/Si£f8a : i 1 50>»&tt*MHS*1"4. IB 

urtctt^ ^HBl 1 4tt, S&BJ1S1 1 

Msta>a e-t»nceiat *^Bi*B«i=ttftt^. l> 
u u&* 1 1 sfciwii^wat 1 4*eftt6ct 

C(7>^5lc, BHS1 1 50ffiffll*ffl8"CftHK 82 

ft*. 

[0 0 2 4] $fc, 01 BK**f£?l^ 7 

?atxi 17-CWBB1 1 3t«»LTTi/>^»* 
1 1 8££jftU f ; ;>;HII»77^i20fl)-8t 
LTEtt!W47n*x 1 o 7 £S1rT**3KC p u 1 
eo^B^r*. r/*ii*fi^ot^i 0 7li, *® 
Blia^tttBWRBr (N I ST) l-Jio-CfcSStifcK 
8<Dxi/?;u3€flUP (DSS) lz¥B?60*<tf£L 
IS 7P«10 7ttt, CPU160^ i«TSf 
-^SHA-inve/aMl 1 6«t»U **U= 
J;oT/\*->aa»1 3 0£ffi«**. SHA-1A7 



L, m»ttl=l*/\vi/attB1 3 0*»«B1 1 3-CB8 

1 3 1 fcLt*i:«)TB**4lfcE0»*«>T-* 

1 1 2fcBB«>^*T— $ 1 1 1 fc*<***VCl**. « 
a>B»»»-CI*. »S4*ifcT-* 1 3 lOTUW*© 
T-^1 1 2t4T**T?l*tt<"Ci*l*U Bflil<7>> 

[00 2 5] 01 BfCaW**l=. £fifcLfc»S 

ttir. CPU16 0ttBEW»»AB1lg1 IOIw&oT, 
SE^BI 1 50)3^-1 1 9fcTi/0H'«(*77-f/H 

2 0lCWftQrSo 

[0 0 2 6] B#0)B9ttft*«l»ffi'Cl*. EBBBi 
0 5tSHA-1/\'r>a«1 1 6^n->3 
>»#<O»SI0tt-Cff 3©A<»* L < . ©«BI*« 
Itoircpu 1 6or^HLX't^i > . 

[0 0 2 7] f';>;H#77^;n 2 0M2t*KBi 

tE«af*fl)T-* ii2rt«iia 1 1 9 

fc«B*fcftf*^«*^T-f/H20fc CPU 16 

T, B5ir«rt-J:3ic, 77**1 20 MHBBBi o 
8*&il«*i>a-'H 90tV^ 1 9 5££ftUT 

[0 0 2 8] EB»*fl)T-* 1 1 Ztt$T~$ 1 1 

^t4V7h^x77^ , J^-v3><rctor^7^ 
ff*Ll\ -tit Bl^Pt^e, 3>tfa-^'> 

^ir^orafitaF^^. ^/7a<ioju±cdi^ 

«*art. V7h^i7£, *B«)E1BBBft^** 
ftV7H^x7^a>tra-*^D^7i*tfEB*nfc 

3>ea-^ca>trzL-^3fay7A^p a p& 
i$m-r-&c tremor, Eiwwwox-**BHi'*fc 

«XD*«ftBBSa«T6<n*<Ji?*Lt\ 
[0029] a>tfx-$ vXxASOOfi, a>tTx 



0 3Ut'<DW£ftb* ^y>^5i 5*4t;as*»Bt 

^gg!5 1 4^ 1 7££%\j*t 

i-fr^a-JLSO 1 B*li. *Si«5 2 HMfi 

(LAN) h 9 ~? (WAN) &£<Dtt0)* 

fc*su(i. *7h7-$a-K (^®^) a>e 

1 £ L AN*>WAN<t(7>IBl£lStS 

[0030] \%k<D£?\z* 3>t^J-— JU5 
o Hi, a** tt iito-JanvVSOSt* 

mi*. *a?{*7>^A7^-bxy^'j cram) 

ttLWB^Y (ROM) ^bfc&^'iSStffSOe 

4* • tff?t"-«<>^7x-X50 7t^-^-K5 0 
2^7^X5 o 3 a L"C0>^3-f Xf^'V 
<7 (^D^) COfc^CD I /0^>5i7x-^5 1 3££ 

£t;Adi*) (I/O) -<>^7x-7,ir, ^tA5 1 6 
^fittr / W^SKttfcAOW 5 0 8 t £ 

5 1 i <t££t\ ^Slr-^K^-f^ (T^^) 

LXt£l\ CO-ROMF7-f^5 1 2\ts ^ 
^va.-;U50 1<DgPp B q505-5 1 3(i, Sfliitttfltf 

h'jw$bn*>j:5i=. a*. fBsaa**ifc/<x5 0 4 

pa r c s t a t ion s Zfr ££JI Ifc^a 

[0 03 1] 77»J>r-i >a>?ay^li. 
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